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EC-Council Certified Ethical Hacker (CEH) v9.0

Course Overview:

In 18 comprehensive modules, the course covers 270 attack technologies, commonly used
by hackers. Throughout the CEH course, you will be immersed in a hacker's mindset,
evaluating not just logical, but physical security.

Who Should Attend:

The Certified Ethical Hacking v9.0 course will significantly benefit security officers,
auditors, security professionals, site administrators, and anyone who is concerned about
the integrity of the network infrastructure.

Suggested Prerequisites:

e CompTIA Linux+ Certification
e CompTIA Security+ Certification

Course Outline:

e Introduction to Ethical Hacking
e Footprinting and reconnaissance
e Scanning Networks

e Enumeration

e System Networks

e Malware Threats

e Sniffing

e Social Engineering

e Denial-of-Service

e Session Hacking

e Hacking Webservers

e Hacking Web Applications
e SQL Injection

e Hacking Wireless Networks
e Hacking Mobile Platforms
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e Evading IDS, Firewalls, and Honeypots
e Cloud Computing
e Cryptography

For additional information contact:

KnowledgeWave
education@knowledgewave.com
www.knowledgewave.com
802.864.0456
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